AREA MARITIME SECURITY COMMITTEE

Port Business Operations Sub-Committee

Meeting Minutes

April 30, 2009

I.  Welcome and Introductions

The meeting was called to order at 10:03 am by Chair Lisa Himber, and participants introduced
themselves. A list of attendees is attached.

Ms. Himber briefly discussed the Strategic Risk Management Plan and the sub-committee’s role
in filling some of the identified gaps. The AMSC Managing Board has agreed to contract with
TetraTech for follow on activities, and the sub-committee will work with TetraTech as part of

that effort.

l. Discussion Items

A. Advanced Notice of Proposed Rulemaking/TWIC Readers — The discussion focused on

the various components of the TWIC ANPR published on March 27, 2009. Lisa Himber
will reiterate the key discussion points in the form of a letter to the Coast Guard docket;
this will be provided to sub-committee members in draft form for review and comment.
If necessary, the sub-committee will convene again by conference call to finalize prior to
the May 26 comment deadline date. The letter will be sent from the Maritime
Exchange, and members will be able to use the text as the basis for their own letters to
the docket.

In summary, the members:

support the Coast Guard’s risk-based approach to reader implementation, but do
not believe the use of the defined Risk Groups will work in practical application;
alternatively individual vessel/facilities should make their own determinations
with regard to when and how often to conduct biometric checks, hotlist checks,
etc, through updates to their plans;

do not support the use of PIN numbers for access control at any MARSEC level;
agree with the proposals regarding security plan amendments;

disagree with the concepts in the Recordkeeping Requirements section; and

do not agree that CG or third-party validation of reader compliance (e.g., is it
calibrated properly, being operated in conformance to manufacturer
instructions, etc.) is necessary.



B. Escort Training — Prior to the meeting, Ms. Himber distributed a letter from the Federal
Maritime Security Coordinator to Area FSOs/VSOs and a template TWIC training policy
drafted by Rev. Von Dreele of the Seamen’s Church Institute. These are attached hereto
and incorporated as part of these minutes.

At issue is the requirement that anyone approved to be an escort for a non-TWIC holder
must undergo security training at each facility. For the SCI, vessel agents and others
who might need to escort non-TWIC holders, the requirement for each employee to
undergo training at each facility is overly expensive and burdensome. Rev. Von Dreele
requested that facility operators utilize the template as a training “manual,” modify it
with their own local information, and include its use in their plans.

Some facilities have already successfully incorporated this type of program. Jay Jones
indicated that South Jersey Port Corp provides a similar document, which individuals
sign after reading. SIPC then adds the names to an “approved escort list” which is
provided to the facility gate.

The members present agreed that that using the training document in lieu of a formal
face-to-face training session meets the intent of the regulation and is preferable to
attempting to coordinate individual sessions.

Ms. Himber and Rev. Von Dreele will develop a resolution adopting this as protocol and
submit it to the AMSC Managing Board at its May 15 meeting.

Also discussed was the need for SCI, agents and others to have a list of FSO contact info
for each facility. Mr. Warwick indicated that the FSO list is marked as security sensitive,
but he would follow up to determine whether it could be distributed.
Ultimately, members agreed that providing individuals with a list of each facility’s 24-
hour security contact numbers would be more beneficial. Members are to send their
information to Lisa Himber, who will create the list and distribute it to the sub-
committee members and others in the port community who have a need for the
information.

lll.  New Business
There was no new business.

IV.  Adjournment

The meeting adjourned at 12 noon.
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TWIC Escorting and Security Awareness Training Pamphlet

TWIC Escorting

All persons seeking unescorted access to any terminal in the USCG’s Sector Delaware Bay must
possess a valid Transportation Workers Identification Credential (TWIC) to gain access to a marine
facility.

All persons must have a legitimate business need and permission from the marine facility to gain
access. An approved visitor with a TWIC card will not need an escort and may proceed directly to
the gate for a visitor badge.

Non-TWIC holders, however, must be escorted by an authorized TWIC holder who possesses
both a TWIC and facility credential (if required).

The Escort will ensure that all non-TWIC holders are signed in with the gate guard and are issued
an appropriate badge, if they do have a facility ID badge. The escort will also insure that the non-
TWIC holders are in possession of a valid photo identification. The visitor/escort will surrender the
badge when the visitor exits the terminal.

The Escort will ensure that escorting procedures are followed.

There are two types of areas in a terminal: secure access and restricted access. Restricted access
areas are generally the marine docks, tank storage areas and offices. All other areas within the
fenced property may be defined as secure access areas.

For Secure Access Areas: One escort is required for every 10 non-TWIC holders.
For Restricted areas: One escort is required for every 5 non-TWIC holders.

Escorting requires side by side accompaniment or at least line of sight contact to monitor the
escorted individual’s actions.

Escorting ratios do not apply when non-TWIC holders are transported in an enclosed vehicle. In
this case, one TWIC holder who is driving or riding in the vehicle can escort any number of
passengers as long as they are not allowed to depart the vehicle.

The Escort must contact terminal secutity or the Facility Security Officer (FSO) if he/she loses
contact with his/her visitor or the visitor is observed engaging in unlawful or suspicious activity.
WILL NOT attempt to physically detain or stop the escorted individual(s).

TWIC escorting privileges are granted at the sole discretion of the marine facility for a period of
time determined by the facility. The facility reserves the right to deny granting privileges or to
suspend, revoke or deny renewal of escorting privileges previously granted.

Although the sponsoring agency providing a TWIC escort is responsible for the actions of both its
visitor and the escort, ultimately the marine terminal is responsible for violations. Any escort who
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fails to perform satisfactorily may be required to leave the facility and may be disqualified from
conducting escorts in the future.

Furthermore, said person shall be liable for the payment of any fine levied by the United States
Coast Guard (USCG). While on the facility all TWIC holders must be able to present a valid TWIC
within ten (10) minutes to the USCG or the facility personnel. Persons unable to produce a valid
TWIC will be escorted off the facility and may be subject to criminal prosecution. The facility may,
in its sole discretion, ban any person for any period of time for violation of federal laws or facility
rules and regulations. Those persons who violate access control procedures may be subject to arrest,
prosecution and/or loss of facility access privileges.

Security Awareness

Potential intruders may attempt to gain information about facilities and activities to identify patterns
and routines, assess vulnerabilities, target selection and choose the time, place and means of an
attack. A possible indicator of unauthorized surveillance is a person drawing a diagram, taking
detailed photographs or video of

e (Camera locations

e Access points

e DPerimeter fence

e Location of personnel
e Traffic patterns

e Buildings

e Roadways

Suspicious activity is best described as activity that is unusual or out of place for a particular
environment. Examples are:

e Persons without proper badges

e A person running in a tank field

e Briefcase or suitcase left unattended (suspicious packages)
e Persons taking photographs of the facility

e Boaters within 75 yards of the docks.

AMSC Port Business Ops Committee April 30, 2009
Meeting Minutes Page 4



Maritime Security Levels
(MARSEC Levels)

Security levels are layered to properly handle security threats. As the MARSEC Level increases, the
security measures at the port increase. Example, there will be an increase in vehicle screenings and
restriction to visitors, depending on the MARSEC Level. Signs at access points advise of the
current MARSEC Level.

MARSEC Level 1 — Minimum appropriate security measures in place at all times.
MARSEC Level 2 — Additional measures to Level 1 for Heightened Risk

MARSEC Level 3 — Further specific protective measures above Levels 1 & 2 for a PROBABLE
or IMMINENT THREAT.

1, of (company)
certify that the ship visitors listed below are authorized to visit ships and provide seafarer
transportation for shore leave as a TWIC Trained Escort and they understand the requirements and
duties of this obligation and will perform the aforementioned duties to the best of their ability and
will notify facility security personnel of any non-conformities while performing these duties.

Signature

Date:

(Company name) TWIC Trained Escorts:
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U.S. Department of ComU ;Sasndar i g;-ﬂe \é\f;s:ingwnm a:«vamm”e
; nited States t Gua . 8,
Homeland Security Sector Delaware Bay Phone: (215) 271-4864

Fax: 7
United States ax: (215) 271-4892
Coast Guard

16600
24 April 2009

Dear Facility Security Officer:

We are now into our fourth month of compliance with the Transportation Worker Identification
Credential (TWIC) requirements for facilities regulated under the Maritime Transportation Security Act
(MTSA). 1 appreciate the good faith efforts that you and your company have made to date to comply with
these challenging requirements. By working together, we have been able to implement the TWIC program
in a relatively painless manner, and have thereby significantly improved the overall safety and security of
the region’s maritime sector.

However, there have been some concerns locally, and at the national level, regarding seafarers’ legitimate
access to shore leave through MTSA regulated facilities. As Captain of the Port and Federal Maritime
Security Coordinator, I am committed to the principle that properly cleared seafarers have a right to shore
leave, and seafarer advocacy organizations have a right to conduct their legitimate business, without being
subject to undue administrative or financial burdens. Specifically, Title 33 Code of Federal Regulations
Part 105.200(b)(9) requires facilities to coordinate shore leave for vessel personnel or crew change-out, as
well as access through the facility for visitors to the vessel (including representatives of seafarer’s welfare
and labor organizations). The Coast Guard recognizes the importance of shore leave and access to
seafarer welfare organizations as an essential aspect of maintaining morale, readiness and seafarer
wellbeing. To this end, facility security plans should not impose an undue burden on the seafarer or
seafarers’ welfare organization representatives seeking access through facilities for the purpose of shore
leave or for the purpose of providing service to the seafaring community.

As an FSO, one of your responsibilities is to ensure that persons performing escort or monitoring services
for non-TWIC personnel have a basic understanding of the security concepts described in Title 33 CFR
Section 105.215. It’s my understanding that the Seaman’s Church Institute (SCI) of Philadelphia has
developed an in-house training program for its TWIC holding personnel that covers the concepts
discussed in the aforementioned regulation.

I encourage you to work with the SCI, and other seafarer advocacy organizations that have developed
similar in-house security training programs, and come up with an appropriate arrangement that allows
them to conduct their legitimate business unencumbered by unreasonably burdensome access restrictions
or unjustifiable financial barriers.

Again, I'm very encouraged how we as a port community- Coast Guard, industry, and non-governmental
organizations- have worked together so far to achieve MTSA compliance. I look forward to your
continuing cooperation to facilitate legitimate seafarer shore access. Thanks.

Sintefely,
,_MK’/
D. L. SCOTT

Captain, U.S. Coast Guard
Captain of the Port



Port Business Operations Sub-

Committee
Attendees

ATT Last Name First Name Company Name Phone Mobile Email

X |Angelo Michael Kinder Morgan Terminals, Inc.

X |Beatty Kenneth Wilmington Tug, Inc. 302420-3007 kbeatty@wilmingtontug.com
Benjamin Gilbert Warehouse Senvice, Inc. 856-365-0333 gbenjamin@warehousesenice.com
Bergman Scott NuStar Asphalt Refining, LLC 856-224-7403  |215-327-2353  [scott.bergman@nustarenergy.com

X |Bertolazzi Andrew Enterra Solutions LLC 610-405-3340 abertolazzi@enterrasolutions_com
Black Cherrie New Jersey Department of Homeland Security & Preparednd609-631-7478  |609-306-6001 |cherrie_black@ohsp.state.nj.us
Borja Miriam Western Fumigation 973-515-0100  |954-673-2914  |mborja@westernpest.com
Broadley William A. Interport Pilots Agency, Inc. 732-787-9554 |302-589-1484  |billpilot@hughes.net
Butler Tyrane International Longshoremen’s Association, Local 1694 302-652-5204 [302-250-9474  [tylavwaww@verizon.net
Cardinali Noreen New Jersey Department of Homeland Security & Preparednd609-588-7216  |609-937-7192  |noreen.cardinali@ohsp.state.nj.us
Cawman Jack Delaware River & Bay Authority 215-571-6014 |302-563-6315  |jack cawman@drba.net
Cohen Shalom Holt Cversight & Logistical Technologies 856-742-3041  |215-2054046  |s.cohen@holtoversight.com
Conner Walter F. New Jersey Naval Militia Joint Command 609-977-2114  [609-977-2114  |[wconner9@comcast.net
Cooney Jim Biehl & Co., LP 215-925-3443  |610-633-5769  |biehlphl@biehlco.com
Coulahan John Murphy Marine Senices, Inc. 302-571-4700 jcoulahan@murphymarine.com

X |Davis Russell K. CARISAM-Samuel Meisel (MD), Inc. 215-831-0901  |215-852-4365  |r.davis@carisamco.com
D'Elia Manny Westway Terminals 215425-3707 [201-303-1002 | mannyd@westway.com
Dalan Patrick T. Ports of the Delaware River Marine Trade Association 215-426-2510 pdolan@pmta.com
Dragani Anthony J. Norfolk Southern Carporation 973-690-2402 [908-902-7868 [anthony_dragani@nscorp.com
Evans William B. BARTHCO, Division of OHL 267-570-2621  |215-378-1584  |wevans@ohl.com
Ferry Kurt Holt Oversight & Logistical Technologies 215-551-2664  |609-820-8397  |kferry@holtoversight.com
Fixmer Scott W. Exelon Corporation 815-724-7203  |312-735-1466 | scott fixmer@exeloncorp.com
Floyd-Kennard | Sylvia Port of Wilmington, DE 302-472-7685 skennard@port.state.de.us
Hambor Douglas Hess Corporation 732-750-6813  [908-358-3163 [dhambor@hess.com
Heinzelmann Raymond G. Gahagan & Bryant Associates, Inc. 302-652-4948 |302-462-6306  |rgheinzelmann@gba-inc.com

X |Himber Lisa Maritime Exchange for the Delaware River and Bay 215-925-2615  |267-973-0488  |lisa_himber@maritimedelriv.com
luliucci Rick Vane Brothers Company 215-252-9330  |215-208-8493  |riuliucci@vanebrothers.com

X |Johnston Thomas E. Norton Lilly International 215-423-9914  |215-713-56616  |tjohnston@nortonlilly.com

X |Jones Jay South Jersey Port Corporation 858-757-4969 [609-685-2914  |jjones@southjerseyport.com
Lee Robert E. Valero Energy Corporation 866-224-6250  [856-905-4479  [robert.lee@valero.com
Leo Thomas W. 302-764-6210  |302-420-8094 |thomasleo@mindspring.com
Lowdermilk David S. Pennoni Associates, Inc. 215-222-3000 dlowdermilk{@pennoni.com
Martin David K. Martin Laboratories 856-520-0237 martid83@verizon.net
McGee Kewin L. Rawle & Henderson LLP 215-675-4431 kmcgee(@rawle.com

X |McGinnis William C. Greenwich Terminals LLC 215-651-2873  |215-651-1196  |bmcginnis@holtlogistics.com
MeGovern Patrick 5. Clean Venture, Inc. 856-863-8778 pat.mcgovern@cyclechem.com

X |Maran William J. Marine Guard Senvice 215-629-9700  |215-518-3205  |bill_moran@msn.com
Markin Tom Conectiv - Edge Moor Power Plant 302-761-7093  |302-420-4848 [tom.narkin@conectiv.com
Netsch Herb Valero 302-293-2126 herb.netschi@premcor.com

X [Nicol Douglas J. Citrosuco Morth America, Inc. 302-652-8763 dnicol@citrosuco.com




ATT Last Name First Name Company Name Phone Mobile Email

Packer Herbert M. PennPORTS T17-720-7448 hpacker@state.pa.us
Penot R. Theresa Morton Lilly International 215-423-9950  |215-783-9484  |tpenot@nortonlilly.com
Perman Karl S. Exelon Corporation 312-394-7338 karl.perman@exeloncorp.com
Pieklo James J. Somers Point Marina 609-927-5900 |609-839-3241  |jamesw2byw@msn.com
Probe Craig Roadlink USA East. LLC 215-3334444  |215-850-6341  |cprobe@roadlinkusaeast.com
Reeves Mary Elisa Donna Adelsberger & Associates, P.C. 215-576-8690 |267-257-8225 |mreeves@dlalawyers.com

X |Reichert Kurt S. Western Fumigation 610-595-2100  |610-476-9765 |kreichert@westernpest.com

X |Riley Michael Vane Line Bunkering, Inc. 215-252-9336  |215-356-3310 | miriley@vanebrothers.com

X [Robinsaon William T. Valero 302-293-3282 william.robinson@valero.com

X |Ruf Joe Penn Terminals, Inc. 484-482-1561  |610-496-1640  |jruf@pennterminals.com
Rush D. DeWayne Sunoco, Inc. 215-977-6543 DDRush@sunocoinc.com
Schine James D. Kinder Morgan Terminals, Inc. 215-295-2600  |410-960-8220 |james_schine@kindermorgan.com
Scott David L. U.5. Coast Guard 215-271-4803 david.|_scott@uscg.mil

X |Sharp Tom Pilots’ Association for the Bay and River Delaware 610-869-7400 tbksharp@verizon.net
Stafiniak Thomas Kinder Morgan Terminals, Inc. 215-634-3031  |215-341-1423  |thomas_stafiniak@kindermorgan.com
Sweeney Russell Sunoco, Inc. 610-869-6415 |215-205-1248  |rsweeney@sunocoinc.com
Tully Dennis P. New Jersey State Police 609-882-2000 |609-462-6186  |lpp4497@gw.njsp.org
Unrath William D. Exelon Corporation 610-595-2349  |610-772-1442  |william.unrath @exeloncorp.com
Van Fossen Robert New Jersey Department of Environmental Protection 609-633-0708 |609-780-6899 |[robert.vanfossen@dep.state.nj.us

X |Von Dreele James D. Seamen's Church Institute of Philadelphia and South Jersey|215-940-9900 |215-852-0458  |vondreele@sciphiladelphia.org
Walsh James B. Philadelphia Regional Port Authority 215-426-2600 |215-7§3-8513  |jwalsh@philaport.com

X [Warren Shelley DREMEC Maritime 215-633-7312  |267-981-7844  |swarren@howlandgroupinc.com

X [Warwick Thomas E. U.S. Coast Guard 215-271-4991  |267-738-3588  |Thomas.E.Warwick@uscg.mil
Youngren Roger J. Delaware River Stevedores, Inc. 2154404102 |215-783-7493  |ryoungren@d-r-s.com




