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Business Continuity Template Guide

Business Continuity Planning Template guide
A. Background
Business Continuity Planning (BCP) is the task of identifying, developing, acquiring, documenting, and testing procedures and resources that will ensure continuity of a firm's key operations in the event of an accident, disaster, emergency, and/or threat. It involves (1) risk mitigation planning (reducing possibility of the occurrence of adverse events), and (2) business recovery planning (ensuring continued operation in the aftermath of a disaster).

Developing such a plan is a long-term process requiring commitment to some basic concepts. This BCP Template Guide will get you started on business continuity planning and development, but is not intended to provide comprehensive answers to all BCP situations. By working through the BCP Template, organizations can tailor the plan to their specific requirements. The BCP Template is scalable to the size of the organization, the nature of its business, and the complexity of operations.
A business continuity plan should incorporate planning considerations from the entire enterprise, and be worked by a team representing all functional areas. The company team should consist of primary and secondary contacts from each department. Building a company team eliminates duplication of effort among the business functions while the plan is being written, and eases resource contention during an actual disaster. 

B. Challenges
The primary challenge of developing a BCP is that often its expenditures are charged directly against profits and appear to provide no immediate benefit. Other drawbacks include:
The program is viewed as negative or depressing.
Lack of awareness on the importance of business continuity planning and exercises.
Employees are expected to work on the plan in addition to their other tasks.
Inadequate documentation of daily activities or information flows makes BCP difficult.

However, the survival of a business after a disaster may depend on having a business continuity plan in place. Not only is a continuity plan required by many regulatory agencies, a well conceived plan could mean the continued existence of a company.
C. Where to begin
For BCP to be successful, management must be committed at the highest level (see BCP Template, Section A.2.3) and the program is ideally part of the strategic business plan. A top-level policy statement should:
Affirm the value of business continuity.
Acknowledge and accept the associated costs.
Document management responsibilities.
Include the goals and expectations of the plan, and any organizational assumptions or parameters.
D. BCP Process Cycle
The following graphic depicts a continuous BCP process that should be part of the organization’s normal planning activities. The five steps are detailed in the paragraphs that follow.
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1. analyze your business
a. Business Profile (see BCP Template, Section A.2).
This is a multi-step process, beginning with assessment and documenting the organization’s mission, objectives and functions. The business continuity plan is specifically designed to maintain the essential functions that ensure viability of the enterprise. The Business Profile defines the mission of that business or a section of that business. The mission is supported by objectives that are required to achieve the mission. 

In the box below enter your business’s mission (see BCP Template, Section A.3) and primary objectives: 
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To accomplish these defined objectives there are essential functions that need to be performed. These functions are the core of the business and a basis of the business continuity plan (see BCP Template, Section A.2.3 General Planning; and Section A.4, Table 5).

To achieve organizational objectives the following functions must be maintained:
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Once the critical business functions are defined, a risk assessment and a Business Impact Analysis (BIA) should be performed for each of the business functions and infrastructure supporting them. This assessment involves identifying threats, vulnerabilities, risks, and the business impact of a disruption. Remember to analyze dependencies, because a business function that appears noncritical could be supporting one that is critical.

2. Risk Assessment and Business Impact Analysis
Together, the risk assessment and BIA consider the following:
· Most likely and greatest risks to the business.
· Probability of the risk occurring.
· Effect it will have on the business. 

· Critical business vulnerabilities.
· Worst case business scenarios.
· Key functions and resources requiring protection or mitigation. 

· Mitigation controls in place or needed to prevent / minimize effects of loss. 

· Willingness to expend resources on mitigation controls. 

· Cost-Benefit Analysis to determine whether money is being spent effectively.
For these questions, consider:

· Staff.
· Customers.
· Suppliers.
· IT systems and processes.
· Partnerships and agreements.
· Facilities.
· Timescales.
a. Risk Assessment 
To start the risk assessment, rank the entities whose loss could negatively affect your business (see BCP Template, Section A.2.6). Note that some threats have a time component as well. For example, a power failure that lasts a few minutes may not be a disaster, but one that lasts hours could be.
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b. Business Impact Analysis
BIA is a management level analysis which identifies the impacts of losing company resources, as detailed in the BCP Template, Section A.2.7. As part of the analysis, estimate how long an entity can be unavailable, how old the information supplied by the entity can be, and how much of it can reasonably be lost when it is made available again. This will determine your Recovery Time and Recovery Point Objectives.
· Recovery time objective (RTO) refers to the time from when the event occurs until the business process (for example, the accounting department, the accounting application, or manual procedures used by accounting) must become active again (recovered). 

· Recovery point objective (RPO) describes the point in time to which the data must be recovered - stale (old or obsolete) information no longer reflects the state of the company. 

The RTO and RPO should be determined independently, although it may be determined at some point they are interrelated due to infrastructure or technology issues.
You have established what is important to the survival of your business and what the risks are. Now you can write a mitigation strategy. The strategy should focus on risks to the vital aspects of business and address ways of mitigating those risks. 
3. Strategy Development
a. When developing strategy, consider:
1) The most vital business elements.
2) The weakest link in your business.
3) The worst-case scenarios for your business.
4) Probability of occurrence.
5) Measures to prevent them from happening.
6) Mitigation actions to minimize the effect (e.g. off-site work location, insurance, etc.).

7) Business impacts, e.g.,
· Loss of revenue if the function could not be performed.

· Loss of market share if the function were suspended.

· Legal and regulatory requirement to perform the function.
8) Intra-company dependencies affecting the critical activities of another area.
b. Concept of Operations

Concept of Operations is a verbal or graphic statement, in broad outline, of assumptions or intent in regard to an operation or series of operations. The concept is designed to give an overall picture of the operation (see BCP Template, Section A.3). The Concept of Operations includes:
1) Immediate Actions (see BCP Template, Appendix M).
2) Orders of Succession and Delegation of Authority (see BCP Template, Appendix E).
3) Activation Guidelines (see BCP Template, Section A.3.2, and Table 3).
4) Phasing and Activities (see BCP Template, Section A.3.3, and Table 4).
5) Coordination 
· Establish applicable procedures and policies for coordinating continuity and restoration activities with external agencies while ensuring compliance with applicable statutes and regulations. Incident Command System components/functions (see BCP Template, Section A.4.1).
· Contact other companies and regional disaster management authorities during development of your plan. Schedule facility walkthroughs with local police, fire, hazardous materials, and utilities personnel so that they become familiar with your facility before you need to call on them in a disaster situation. By working with local authorities before a disaster, you gain insight and expertise, and determine whether elements of your plan conflict with local emergency procedures and those of other companies.
· Review / establish Mutual Aid Agreements (see BCP Template, Appendix I). 
· Determine impact of your decisions on customers and suppliers.
6) Administration and Logistics (see BCP Template, Sections A.5, A.6, and Appendices D, F and L).
7) Communications

Communications is an integral part of plan activation and execution (see BCP Template, Appendix F for Information and Communications Systems). Communications can also make or break a company’s reputation, influencing existing and potential customers, suppliers and other stakeholders’ reactions.

· Nominate a company spokesperson, and ensure that all staff know who it is. Ensure more than one staff member is nominated and that they have training in media handling.

· Make certain the story is the same from all sources.

· Consider the production of an emergency newsletter.
· Have a prepared list of facts on the organization’s functions, safety record, etc.
· Establish an emergency hotline to provide information and direction to all employees with regard to business operations (see BCP Template, A.6).

8) Alternate Facilities
This could be the key aspect of your plan (see BCP Template, Appendix D). If you intend to work from another site, there are several options to consider:

· Staff working from home temporarily. 

· Arrangements with another company to use their facilities.
· “Cold site” and “hot site” options.
You are now ready to write a BCP (see BCP Template, Appendix J). Each department should maintain their portion of the plan to ensure it is up to date when the plan is implemented. If possible, employees within each business function should participate in writing that portion of the plan for their function, thereby achieving these goals:
· Employees know what the day-to-day activities are.
· Plan sections for different functions can be generated simultaneously.
· Employees buy in to the plan.
4. plan Development
a. Plan Elements
The following elements represent essential components of a viable business continuity plan (comprehensive detail in the BCP Template):
1) Plan Objectives
A description of what the plan is trying to achieve and how to make it work.
2) Check Lists, Rosters and Forms
Compile your own check lists and forms tailored to your business:
· What to do immediately following an incident (if evacuation is needed):

· What to do after the incident (e.g., a move to an alternative site).
· Essential and useful contact details, e.g. emergency service providers’ information / access requirements (see BCP Template, Appendix B).
· Vital records (see BCP Template, Appendix G).

· Forms that support the continuity operations, including EOC functions as appropriate (see BCP Template, Appendix L). 
· Software and hardware inventory lists for on and off-site.
3) Continuity Team Structure

Regardless of company size, you will find it useful to include information such as when to implement the plan and who has the authority to implement it (see BCP Template, Sections A.1.4, A.3.1, and A.3.3).
4) Business Recovery

Develop practices and procedures needed to mitigate risk and facilitate rapid recovery. These include priority tasks that must be addressed if the business has to relocate and needs to communicate with clients and service providers during the period of disruption. Ensure that your change control process has links to your BCP. If processes, procedures, or infrastructure change, the plan may need to be altered 
The bulk of the work of developing a continuity plan lies in ensuring that standard business practices are documented and followed. By having these documents and processes in place the company will be more competitive in the long run.
5) Technology Recovery

Information Technology: It is imperative to keep inventory lists of software and hardware materials, (see BCP Template, Appendix F) as well as suppliers so that you can replace equipment immediately if needed. Customize inventory lists according to your needs. It is worth checking in advance if your insurance covers the replacement of damaged items immediately, or whether you need the insurance company’s consent.

· Telecommunications: You may have the capability to access your telephone system remotely, from another site. Make sure all relevant programming is undertaken as soon as possible. Make a list of all the access numbers and keep them safely with all your important documents on and off-site.

· Utilities: In case of a utilities failure, make sure you have a list of all of your utilities’ providers, their contact details and your account numbers.
· Additional information is available in the Sector Delaware Bay Strategic Risk Management Plan and the Sector Delaware Bay Recovery Planning Guidelines. 
Once the plan is developed, the staff requires training and the plan needs to be exercised to know whether something has been omitted. Exercises should be carried out in an environment that reproduces authentic conditions, and includes all the staff to ensure each employee is fully aware of their responsibilities. 

5. Training and Exercises
a. Training

Training is essential to familiarizing personnel with their recovery functions and coordination procedures. Training objectives should focus on orienting the staff on:
1) BCP responsibilities.
2) Key staff continuity responsibilities and emergency procedures.
3) Continuing use of solid, standard business practices throughout the emergency.
b. Exercises

The purpose of exercises is to ensure the plan works. BCP exercises should provide emergency simulations that promote preparedness, improve response capabilities, validate plans, procedures and systems, and determine the effectiveness of command, control, and communications. Exercises should be used to validate policies and procedures for emergency situations, and to identify deficiencies. During any exercise, note problems that occur and encourage feedback from participants. 

c. Resources

Sector Delaware Bay Recovery Planning Guidelines, Appendix E (Training and Exercises) outlines:

· Key Training Objectives.
· Private Sector Goals.
· Conduct of Training / Exercises.
· Recovery Exercises.
· Regional Recovery Planning Scenarios.
· Sample Training Plan.
Also see BCP Template, Appendix H.
The mission of ______________________ is…

















The primary objectives are:

















Assessment Terms


Risk Assessment: An evaluation of the probability that certain disruptions will occur and the controls to reduce organization exposure to such risk.





Threat: Natural or man-made occurrence, individual, entity, or action that has or indicates the potential to harm life, information, operations, the environment and/or property.





Vulnerability: Susceptibility to the threat (chances that an entity can be affected by a threat). For example, the closer a building is to an earthquake fault, the more vulnerable it is to an earthquake.





Business impact from these risks can be loss of revenue, customers defecting to the competition, damaged reputation, or disgruntled employees if the company cannot pay them. A risk assessment can show that an entity thought to be critical is not or vice versa. It is pointless to perform a formal risk analysis if the informal analysis shows that there is little vulnerability to the risk (for example, a snowstorm in San Antonio or a drought in Hawaii). Before you begin the ranking process, determine what criteria to use.











Page 2 

